Hacrpoiika noakiodennst K 6ecripoBoanoii cetu MOMU.

Microsoft Windows 7 niis WPA2 Enterpise.

1. OTKpBITh MEHIO ITyCK Ha pabo4yeM CTOJIE.

Margarita
Doxymenes
Visobpaxennn
Myssica
KomnwoTep

Manens ynpasneris

EOIMOMHOCTER

Ycrponcrea w nputeps

TIPOrpaMMbl NO YMONHIHING

Cnpaska » nogaepxxa

S

Wi

3. B otkpriBiemcst okne BeIOpath kateropuio «Cetb u UHTEpHETY.



@v@ » [Nanens ynpaenenna »
-

Hacrpoiika napameTpos komnstoTepa

Cuctema u besonacHocTs
Mpoeepka COCTOAHMA KOMNEIOTEP3
ApXMBMPOBAHWE AHHBIX KOMMBIOTEPA
Mouck n ncnpasneHne npobnen

CeTb 1 WinTepret
HPUEMUTP COCTOAHWA CETH K 33434
Brifiop napameTpoe AomaluHed rpynnel v obLlero
A0CTYNa K AaHHbBIM

OBopyACBaHUE W 3BYK

MpecrMoTp ycTpoiicTe U NpUHTEpROE
JoBasneHue ycTpoiicTea

MegknoyeHue kK NpoekTopy

HacTpoiika napameTpos moBunsHoCTH No
YMOAYaHU

—

Mporpammel

Yaanenue nporpamms

MpocuoTp:  Kateropua ™

YUeTHble 3aNMcK NOAL30BATENEN W
CeMETH...

r@,ﬂ.aéasneﬂne W yAaNeHMe Y4ETHBIX 3anncei
nonesceaTenei

B ¥cTaHOEKE POANTENBCKOrG KOHTPOA ANA BCEX
nons3ceaTenei

OdopmneHne M NnepcoHanMsauma
Mamenenme Tembl

WMamenenne dona pabodero cTona
HacTpofika paspewueqmna sxpana

CrmeHa packnagkn KIasnaTypel Wi 4pyriu
cnocobos BBOAA

Yacel, A3bIK 1 pervoH
AL

A CneunansHble BO3MOXHOCTH
d Pexomergyemere Windows napamerpe
OnTuMUzaLMA M306paKEHNA Ha 3KpaHe

4. Hlanee BwIOpaTh Kareropuio «LleHTp ympaBieHHs CceTSIMH U OOIINM

JOCTYTIOM.
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@:@v|@ v [laHens ynpaeneHna b Ceto n MnTepHer »

- | ‘,| | Mouck & naxenu ynpassesus 2 |
-

MaHens yNpaeneHna -
AOMALLHAR CTPaHNLE
CucTema u BelonacHocTe
* Cetn u Untepher
OBopyscsaHne 1 38K
Mporpamme

YyeTHeie 3annck
NoAE30BATENER W CEMERHARA
BesonacHoCTs

Odoprmnenne n
NEPCOHANNZaLNA

Yackl, AZEIK 1 PETMOH

CI'IEU'HEJ'I bHBIE BOIMOMHOCTH

-J,\ rlpDCMDTFI COCTOAHWA CETW KM 33434

MpocMoTp CETEBBN KOMMNBIOTEROE W YCTRORCTE

Q% JomaluHan rpynna

KL |leHTp ynpaBaeHna ceTAMM M oDWKUM JOCTYNOMm

HDAKHIO‘-IEHME K CETH

Buifop napameTpos JomMaluHed rpynnel v obLyere 4ocTyna K 4aHHBIM

CeolcTea Gpaysepa
MzmeHeHNE JoMaLIHENR CTRaHMLE!

¥npaeneHne HagcTpoiikamn Bpaysepa

Yaanenue ncropun oBsopa v dainoe "cookie”

Jobasnenne BecnpoBoAHOrD YCTPOHCTEE B CETE

5. Jlanee BBIOpaTh MyHKT «YTIpaBlieHHE O€CIIPOBOIHBIMU CETSIMU.



mé 53 <« Cems mWnrepuer » Llewtp ynpaenesis cetans u 06LMM 2OCTyNOM

MNanens ynpaenerna -
’ AOMALLHAA CTPSHMLS

Cm, Tasoxe
Bpanamaysp Windows
Lomawmas rpynna -
Ceoiicrea 6payzepa

Jliisa noGaBiieHust ceTH — BBIOPATh IMYHKT MEHIO «J{00aBUTHY.
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m' ] ¢ Cers u Minteprer » Ynpasnenne GecnposoaHEMm CETAMM v | 49 ||| Moucs: ¥npoaserue Gecnposodrsany ... P |
Ynpaenenue 6eCNPOBOAHBIMK CETAMM, UCNONb3YIOWMMK (BECNPOBOAHOE CETEBOE COeAMHEHNE)
Windows NBITAETCA NOAKMONATECA K ITHM CETRM & NOPRAKE MX NEPESMCACHIA B CIHCKE NILKE,
AoGaswme ) Ceoiictes agantepa  Tunmse Uertp # 0BLIMM AoCTyNOM £
Cern, A AcS3e <€ Jerna ® a
. ,
l ! 3nemenTos: 3

B nosBuBmemcst okue BoiOpath «Co31aTh NPOPUIIb CETH BPYUHYIOM.
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\o) Moakntodenne k BecnpoBogHOR CETH BPYHHYHD

Kak 106aBnTs ceTs?

ALk CozaaTh NpoduaL CETW BPYUHYIO

= [Npn 3ToM CO3AIETCR HOBBIFA NPOPIIE CETH N 0BHAPYKWMEIETCA CyLLECTEYHOLLER
CETh, M NPOQIIE CETH COXPAHAETCA HA KOMMBHOTEPE. HEOBXOAUMO 3HATE MMA CETH
(SSID) w knrou GesonacHOCTH (2CAW OH eCTE).

- Co34aTh CETh "KOMMLIOTEP-KOMMbHOTER”
N Mpw 3ToM Co3AaETCA BpEMEHHEA ceTh 4nA oBLuero AocTyna K daiinam nan gna
NogkAYEHHA K VIKTepHETY

OtmenHa

8. B cnenyromem okHe TpeOyeTcsi BBECTH CIEAYIONIYI0 HHGOPMAIMIO O
OeCIpoOBOIHOM CETH:
Nwmsa cetu: MPEI WiFi
Tun 6e3onacHoct: WPA2-Enterprise
Tun mudpoBanus: AES
BBIOPATh MYHKT «3aIyCKaTh 3TO MOAKIIOYEHHE aBTOMATHUECKID)

Haxatb «Jlameey.

E= pe? S

@ 2! Mogkntoderne k BECNPOBOAHON CETH BPYUHYH

Beeaute nHdopmaLumio o GecnposoaHOi ceT, KOTOpYIO Bbl X0TUTe 400aBWTh

Mma ceTm: MPEL_WiFi

Tun BesonacHocTh: ’WPAZ-Enterprise v]

Tun wnhposaHus: ’AES v]

Kntou BesonacHocTi: CKpbITE CUMBOMBI

¥ ) CoxpanwTs 3Ty CETe ANA BCEX NONLICEATENER KOMNBIOTERS
(@ CoxpaHuTs 3Ty CETh TONLKD AN1A MEHA
3anyckaTe 3TC NOAKNHIHEHWNE BETOMATHHECKN

[C] MogrnouaTscs, gaske £CAM CETE HE NPOMIEDANT LUMPOKOEELLETENEHYH) NEPEAAYY

Mpegynpexaedne, MNpw epiBope 3Toro napameTpa GE30NACHOCTL KOMINBIITERE MOMET

Janee ]l CtreHa




Q. Jlanee BoIOpaTh MyHKT «I3MEHUTH apamMeTpbl OIKIIOUCHUSD.
1 = = g

I\JI 2! Mogrnroverne k BECNPOB0AHON CETH BPYYHYHY

Yenewdoe gobasnedne WPELWIiFi

< Mamennto napameTpbl NOAKNHYEHWA
OTKprEEET OKHO CECHCTE NOAKMHOYEHNA ANA M3MEHEHWA napamMeTpos.

10. B otkpsiBHIEMcs OKHE BbIOEpeaTh BKIAJKy «bezonacHocTey. [lanee B mosne
«BpIOpaTh MeTON MPOBEPKH MOUIMHHOCTU CeTW» BhIOpaTh: Microsoft: 3ammmiennble

EAP (PEAP); nanee HaxxaTh Ha KHOTIKY «[lapameTpbiy.

la 5
Ceolictea GecnposogHolt cetr WPEL_WiFi ﬁ

Moakno4eHke | BE3oNacHoCTE

Tin DE30MNacHOCTK: IWPAZ—Enterprise "]

TN Wi poBaHwA: IAES vl

Briby W CETH:
- o — —
(| Microsoft: 3awmwenHee EAP (PEAP) i

33NOMMHETE MOW YHETHBIE A&HHBIE AN 3TOro
NoAKAKDYEHWMA NP KK 00M EXOAE B CMCTEMY

LononHUTENEHEIE NEPaMETPEI

OK ] [ OTMeHa




*I[JBI TOr0 4YTOOBI 3aITOMHUTH YUYCTHBIC OAHHBIC I AAHHOI'O ITOAKIIIOYUCHUA —
MNOCTAaBUTh TAJIOYKY HAIIPOTHB ITYHKTA «3anoMuHaTh MOH YUYCTHBIC JAaHHBIC IS
9TOT'0 IMOAKIIIOYCHU ITPU KAXKIAOM BXOJAC B CUCTCMY».

11. Y6[2aTB raJJodkm B CJICAYIONIMNX IIYHKTAX, KOTOPBLIC IIOMCUYCHBI Ha

CJIEIYIOLEM CKpPUHE.

a. B mone «BpiOpath METOJ MPOBEPKH TMOJIMHHOCTHY: «3aIUICHHBIN
napoiib (EAP-MSCHAP v2)».

b. Haxatp kHOnKy «HacTpouTh»

Mpr NogEnR -
MNpoEERATE CEPTUDMKET CEPEEPa

MoaknoYaTeos K CEpBEPIM.

Wl &ddTrust External CA Root

[] Baltimore CyberTrust Root

[ certum ca

[ class 3 Public Primary Certification Authority

[ clags 3 Public Primary Certification Authority

|:| DigiCert High Assurance EV Root CA

[] Entrust.net Certification Authority (2043)

1| 1] [

[(m | »

1

He 3anpawnEaTh NoNb30BaTENA S5TOPHM30BETh HOBLIE
CEPEEPEl MNK A0BEPEHHBIE LEHTDEI CEFITI-1EI:II-1NELU-1I-1.

BrIDEpMTE METOA NPOBEPKIA MO LNMHHOCTI:

@mewblﬁ naponk (EAP-MSCHAPR w2) E ‘acrpomb.. :
—
BrNHOYMTE BBICTPOE NEpEnoaKNHIYEHHE

[ BRAKHMTE 3EWWTY AOCTYNE K CETH

[ OTkMoYaTECA, ECTM CEpBED HE NOLAEMHMEAET MPUBASKY C
WHOPOBEHWEN YEpEs MeXaHMsM TLY

[ Brato-mTe

YOOCTOBEPEHME
KOHPUAEHUMANEHOCTH
b —-——
J
12. B nosBuBmeMcs OKHe YyOpare ranouky B moje «Vcrnonb3oBaTh

ABTOMATHUYECKU UM BXOJa U Maposib u3 Windows (1 UMsl TOMEHa, €CJI CYIIECTBYET).»

Haxats «OK».



CeoicpaEARMEC HAPY? - 8 |

Mpw NooKnoYeHaA:

McnonksoEaTe SBTOMATMYECKN MMA EXOAE W
[] napone us Windows [ wma gomena, ecnn
CYWECTEYET).

13. Haxate «OK».

MpX NoAKNKYEHIA:

[ NposepaTs cepTidukaT cepsepa

MoAKNoYaTECA K CEpEEpaM:

AOEEPEHHEIE KOPHEEBIE LEHTPEI CEQTHOHICELMK:

0
[ Baltimere CyberTrust Root
[ certum ca

[ Class 3 Public Primary Certification Autharity

[ class 3 Public Primary Certification Authority

|:| DigiCert High Assurance EV Root CA

[ Entrust.net Certification Authority {2043) -
'y 1 b

m. | »

He sanpawmBaTh Nonb30BaTens asTopM30BaTE HoBbIE
CEPEEPEl MNK A0BEPEHHBIE LEHTDEI IZE|:ITI-'1I.|J:II-'1KELU-'1I-‘1.

BribepuTe METOA NPOBERKM NOANMHHOCTIA:

[3au.|.MU.I.EHHb|ﬁ naponk (EAP-MSCHAP v2) V] [ HacTponTe...

[] BrntoumTe BLIcTpos NEpenoaKnoHEHIe
[] BrAtouMTE 3EWMTY AOCTYNE K CETH

[ OTkAtoYETEECA, ECAK CEPEED HE NOAAEPHHMBAET MPMBASKY ©
WHPPOBEHMEN YEDES MEXEHMZM TLV

[ BrntoumTe
YAOCTOBEDEHME
K.ﬂHd:MﬂEHWEJ'IbHOCI’H m
K OTMeHa
14.  [lanee BbIOpaTh KHOIIKY «/J{OMOTHUTENbHBIE TAPAMETPHD)



CeoiicTea BecnposogHoi cetw WPEL WIFi @

MoakmoyeHmne | BesonacHocTe

Twn BezonacHocTu: [WPAZ—Enherprise ']

TN wihpoBaHNa: [AES v]

BriGpaTe METOA NPOBEPKM NOANMHHOCTH CETH!
[Micrcsoﬂ: SalMweHHEE EAP (PEAR) v] ’ MapamMeTpsl

3aN0MUHETE MOM YYETHBIE AaHHEIE ANA 3TOrD
NOAKMKDHEHMA NPK KEA0M BX0AE B CHCTEMY

g EOI'IOJ'IHHTE.I'IbeIE NapaMeTpbl ?

[ Ok H QOTtmeHa ]

[ 4

15. Bo Bkmanke «802.1X» mOCTaBUTh TaJlOUYKy HANPOTHUB IYHKTa «YKAKHUTE
PEKUM MPOBEPKU MOIIUHHOCTH.
a. B MeHIO «poBepKkH MOJJIMHHOCTU» BbIOpaTh «lIpoBepka MOIIMHHOCTH

IIOJIB30BATCILA».

b. Haxare «OK».



MapameTpyl 802.1X. | Mapamerpel 802. 11 |

YKEMMTE PEXMM NPOBEPKK NOANWHHOCTHS

\Bosepeaoamusiogiuyy) "oxparums yueTrie narvie

MpoBEpKS NOAMMHHOCTH NONBI0ESTENA MK KOMABHTEPS
MpoBEpKS NOAMMHHOCTH KOMOEKITEDS

)BEPKA NOANMHHOCTH NONE30BaTENA
MpoBEpKS NOAMMHHOCT FOCTEE0M 3&MMCM

(@ BeINoAHATE HENOCPEACTEEHHD NEPEA BXOAOM
NonbL30EaTENA

BeINonNHATE Cpasy Nocne BXo4a Nonb3oBaTens

MakcMManeHaa 3a0epmka (CeKyHAR):

[/| PazpewmTe oToBpaEHEHUE AONOMHATENEHENX
AWANOroBEIX OKOH MPU EAMHOM BX0AE

[B 3Toil ceTH MCnonezyioTCA 0TASNEHES
BHMPTYanbHbIE NOKANBHEIE CETH ANA NPOBEPKK
NOLAMHHOCTH KOMMLHOTEPE M NONb30BATENA

16. Haxarte «OK».



r B
Ceolictea GecnposogHolt cetr WPEL WiFi ﬁ

MoaknioyeHne | GE30NacHoCTE

Tin DE30MNacHOCTK: [WPAz—EnterpriSE "]

TN Wi poBaHWA: IAES vl

BribpaTe METOA NPOBEPKM NOANMHHOCTH CETH:
[Microsoﬂ:: SawmwenHeie EAP (PEAP) V] [ MapamMeTpel

33NOMMHETE MOW YHETHBIE A&HHBIE AN 3TOro
NoAKAKDYEHWMA NP KK 00M EXOAE B CMCTEMY

LononHUTENEHEIE NEPaMETPEI

— ~

S E

17. Haxatb «3aKkpbIThy.

F

o/ 2!l Mogrrouerne k BecnpoBogHO CETH BpYUHYTHO

Yenewdoe aobasnerve WPEL WiFi

2 smeHnTb napaMmeTpbl NOAKNHUYEHWA
OTkpbIBAET CKHO CBONRCTE NOAKAHIYEHMA ANA M3MEHEHWA NAPAMETPOE.

— —~
JakpbiTe )
[ )

10



18. Teneps npu MOAKIIOYCHNUHN TOABUTCS OKHO «be3omacHocts Windowsy.

- ™
Besonacsocte Windows ru

I'IpDBepKa MNoOAMMHHOCTH CETH
EBEAHTE YHETHEIE JaHHBIE NOALI0EATENA

|I_ _I ii “_|DJ'II15E|EETE.I'II: |
| Mapone |

[ oK ] [ OTmena

B nanHbIie noJis BBOIUTCSA Cleaytoias HHPOpMaIus:
[Tpumep: <Bam norun nourst MPEI.RU>;

<Bam naposs ot noutst MPEL.RU >;

-
BezonacHocoTe Windows ﬂ

HpDBE‘pKa NOANMHHOCTH CETH
BeegMTE yUYETHBIE A3HHBIE NONBICEATENA

|I- _| Iii- PetrovPP |
|_ | -II-.I.-II-II-.| |

[ 0K ] ’ OTmenHa
Ecnu BBl SIBIIIETECH TOCTEBBIM II0JIB30BATENIEM, TO:
[Tpumep: guest\<Bar 1oruH mo4uThr>;
<Bam naposup>;
—_—
BesonacHocte Wi ] E

.

HpDBE‘pKa NOANMHHOCTHK CETH
BeeguTe yu4eTHEIE JaHHEIE NONEI0BATENA

‘I-‘ _| Iii ’guest\PetrovW ]
|I_ | LI AL il Il L]l |

[ oK ] [ Otmena

"
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