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[Iporpamma cocTaBieHa Ha OCHOBe (emepasbHOTO TOCYAapCTBEHHOTO
o0pa3oBaTeILHOIO  CTaHJAApTa BBICHIErO 00pa30BaHUsS IO  HAIMpPaBJICHUIO
noarotoBku 27.06.01 VYmhpaBiaeHHe B TEXHUYECKMX CHCTEMAax,yTBEP>KJACHHOIO
npukazoM MunoOpHayku Poccun ot 30 wurons 2014 r. Ne 892 wu  macnopra
cnerquaiabHocTh 05.13.06 ABTOMAaTHM3alMs M YOPABJICHHE TEXHOJOTMYECCKUMH
IpoIleCCaMM M MPOU3BOJCTBAMU (IO OTPACIISIM), HOMEHKJIATYPhI CHEIMaIbHOCTEN
Hay4YHBIX PAOOTHHUKOB, YTBEPXKIECHHOW mIpukazoM MwuHoOpHayku Poccum ot 25
deBpans 2009 r. Ne 59.

HEJIN U 3AJJAYU OCBOEHUSA JUCHUTIJIMHBI
Heabio AMCHUNITHHBI SBJISIETCS] H3YUYCHUE OOIINX MPUHIIATIOB MOCTPOCHHUS
WHTETPUPOBAHHBIX  BBICOKOYPOBHEBBIX  CHUCTEM  VIPABICHHS C  y4eTOM
COBPEMEHHOTO YypOBHS pa3BUTHS HWH()DOPMAIMOHHBIX TEXHOJIOTHHA, a TaKxKe
MOJIyYeHHUE MPAKTUYECKUX HABBIKOB MUCIOJIB30BaHUS TAKUX CUCTEM.
3agauyaMu JUCIUTUTHHBI SBJISIOTCS:
® 03HAKOMJICHHE C OCHOBHBIMU 33J]a4aMH, KOTOpBIC PEIIAIOTCS TMPHU TMOMOIIH
WHTETPUPOBAHHBIX CUCTEM YTIPABIICHUS BHICOKOTO YPOBHS;
® U3y4YCHHE CTPYKTYpPhl TaKMX CHCTEM, CBS3€H BHYTPH CHCTEMBI, BHUOB
MH(POPMAITMOHHOTO 0OMEHA U €ro CIIOCO00B;
® HAyYNUTh CANPUHUMATh U OOOCHOBBIBATH KOHKPETHBIE TEXHHUYCCKUE PEIICHUS
npu BBIOOPE CTPYKTYpPhl MHTEIPUPOBAHHOM CHUCTEMBI, CIocob0ax oO0paboTKH,
XpaHEHUsI U 3aIIUTHl UHOOPMAIIUU B TAKUX CUCTEMAX.

B  nmpoiecce  oCBOeHHME — JUCHHUILUIUHBI  (POPMHPYHTCH  CJeayIolIue

KOMIIETeHI[UH:

® CIIOCOOHOCTH HCCIIENIOBATh U pa3padaThiBaTh MOJCIN U CTPYKTYPHBIE PEIICHHUS
CHCTEM, TpEAHA3HAYEHHBIX U1  ABTOMATH3allMM  IPOU3BOACTBA U
UHTEIUIEKTYaIbHOW MMOMICPKKH IPOIIECCOB  YIPABICHHS JHEPrETHUECKUX
oowekToB (ITK-1)

® CIOCOOHOCTD UCCIIeI0BATh, POCKTHPOBATD, aITOPUTMHU3HUPOBATH,
ONTUMHM3UPOBaTh W  MOJACIUPOBATh  (YHKIIMOHHMPOBAHUE CHCTEM
ABTOMATHYECKOTO  YIPABJICHHS  TCXHOJOTHUCCKUMH  MpoLeccaMH U
npowussoacTBamu (I1K-3).

IHIJTAHUPYEMBIE PE3YJIBTATBI ObPA3OBAHUSA, ®POPMUPYEMBIE
B PE3YJbBTATE OCBOEHUSA IUCIHUITJIMHBI

B pesynbrare ocBoeHusi y4eOHOW MUCHUILIMHBI OOYYAIOIIMICS JOJIKEH
JIEMOHCTPUPOBATH CIICAYIOIINUE PE3YIbTaThl 00pa30BaHUS:
3HaTh:
® [PUHLUMIOBI TOCTPOCHHUS  HHTETPUPOBAHHBIX  CHCTEM  YNPABICHUS U

MMPOCKTUPOBAHUA, NX OCHOBHBLIC KOMIIOHCHTBI U MOJYJIN, TUIIOBBIC CTPYKTYPbI
(ITK-1);



® OCHOBHBIC CBEJEHHUS O TEXHOJOTHSAX, HCIOIB3YEMBIX TPHU MPOCKTUPOBAHUHU
WHPOPMAITMOHHBIX CHCTEM BBICOKOTO YPOBHS, O crocobax mepeaaud,
00paboTKH ¥ 3amuThl HHGOpManuu B 3THX cuctemax (I1K-3).

YMmers:

® AHAJIM3UPOBATh  CTPYKTYPY  HWHTETPUPOBAHHBIX  CHCTEM  yIPABJICHHS,
OTIpENEeATh OCHOBHBIE KOMIIOHCHTHI W MOJYJIHM, THIIBI CBSI3CH MEXKITYy HUMHU
(I1K-1);

® pemarth 3amady MPOCKTUPOBAHHS HMHTETPUPOBAHHONW  BBICOKOYPOBHEBOM
CUCTEMBbI YIPABJIEHUS B COOTBETCTBUM C TOCTABJICHHBIMH TEXHUYECKUMHU U
JOTHYeCKUMH TpeOoBaHuAMHU K QyHKIUAM cucTembl (ITK-3);

® pemarh 3aJadyy ONTUMAJIBHOTO BbIOOpAa HWHTErPUPOBAHHOM CHCTEMBI U3
CYIIECTBYIOIINX B COOTBETCTBHH C TTOCcTaBIeHHBIMU 3anadamu (I1K-3).

Baaners:

e METOJaMHU KOMITO3UIMH U JCKOMITO3UIIMK HH(POPMAIIMOHHBIX CHCTEM BBICOKOTO
yposus (ITK-3);

® TEXHHMKOW MPUMEHEHHUS CICIHUAIM3UPOBAHHBIX MPOrPAMMHBIX CPEACTB IS
IpOoeKTHpOBaHus cucteM ynpasieHusm (I1K-1).

KPATKOE COAEP KAHUE PA3JAEJIOB JUCHUITJIMHBI
TexHo0rUN MPOrpaMMHUPOBAHUSA

TexHonoruu CTPYKTYPHOIO U 00BEKTUBHO-OPUEHTUPOBAHHOTO
nporpaMMmupoBaHus.  KoHCTpyupoBaHue  aOCTpPAaKTHBIX  THUIOB  JIaHHBIX.
WNukancymnsiust TaHHBIX U METOJIOB UX 00palbOTKHU B Kiaccax 00bekToB. Mepapxus
KjaccoB. ba3oBele M mpousBoAHbIE Kiacchl. [Ipoctoe W MHOXXECTBEHHOE
HacyenoBanue. [leperpyska MeTonoB U onepanuii 00pabOTKM IaHHBIX B Kilaccax
0o0BekTOB.  AOcTpakTHble  Kiaccel. [lomumopdnasi  oOpaboTka  JTaHHBIX.
Bupryaneubie unTepdeiicel. Ilapamerpuzanvs THUIIOB JaHHBIX B Kjaccax u
byHkiuax. TUNOBBIE CTPYKTYPHI ONMKUCAaHUA aOCTPAKTHBIX JAaHHBIX (MacCUB, CTEK,
ouepenb, ABOMYHOE JepeBo). I[IporpamMmmupoBaHHME MaTeMaTHYECKUX CTPYKTYP
(MaTpulbl M KOHE4Hble Tpadsl). MeTonbl HmporpaMMHON OOpabOTKH JaHHBIX.
Utepanuss u pekypcua. CopTupoBka U mnouck. KpuntoobpaboTka u cxatue
naHHbIX. [lepeuncnenve W ynopsiiouMBaHUE KOMOMHATOPHBIX 00BEKTOB. BBOA-
BBIBOJ] JaHHBIX. OOpaboTka ¢aiios.

Opranusanus nporpaMMHoro ooecneuenuss ACY

MeTtonuueckre W HMHCTPYMEHTAJIbHBIE CPEICTBAa pa3pabOTKH MOJYJIBHOTO
nporpammHoro ob6ecnedueruss ACY. Kommuisiiuss u penakTHpOBAaHUE CBSI3EH.
Bepudukarus u oTinaaka nporpaMMbl. ABTOMaTH3aIMs pa3pabOTKH MPOrpaMMHBIX
npoekToB. [IporpaMMmHast JOKyMeHTaIusl.

Buael 1 KOMIOHEHTHI IPOrpaMMHOT0 obecrieueHusi. OnepaluoHHbIE CUCTEMBI.
Tpancastopsl. Omynsatopsl. IlpukinagHoe nporpammuoe obecrneuenue. [lonsTue
CUCTEMBI CKBO3HOTO IIPOEKTUPOBAHU.

CoctaB u ctpykrypa rpaduueckori moacucrembl ACY. bazoBas rpaduueckas
cuctema. [Ipuknagnas rpadpuueckas cucreMa. JIMHTBUCTUYECKUN U T€OMETPUUYECKUN



nporieccopsl. [Iporieccopsl BuzyaiM3anud U1 MOHHUTOP Tpa(UUECKOM IMOJACUCTEMBI.
ApxutekTypa rpadpu4ecKiX TEPMUHAIOB U pabOUYMX CTaHIIUH.
CpencrBa 1 MeTOAbI NPOMBINLJIEHHON TEXHOJIOTHH co3aanusa ACY

Teopernueckre OCHOBBI, CpPEICTBA W METOAbl MPOMBIIIIEHHON TEXHOJIOTUU
coznanus ACYTII, ACVII, ACTIIII u ap. Moaenu u MeTobl UACHTUPUKAIIUN
MIPOU3BOACTBEHHBIX IMPOLECCOB, KOMIUIEKCOB M HWHTETPUPOBAHHBIX CHUCTEM
YIPaBJICHUS.

Meroabsl COBMECTHOIO MPOECKTUPOBAHUSI OPraHU3aMOHHO-TEXHOJOTHYECKUX
pacrnpeieIeHHbIX KOMIUIEKCOB M CHUCTEM YMpaBieHUs UMH. DopMalii30BaHHbBIC
METOJIbl aHaJIN3a, CUHTE3a, UCCIEOBAHUS U ONTUMHU3AIMUA MOJYJIbHBIX CTPYKTYP
cuctem coopa u o6padotku nanaeix B ACYTII, ACVII, ACTIIII u np.

Hcnons3oBaHuE€  METOJOB  ABTOMATHU3MPOBAHHOTO  MPOEKTUPOBAHUS [
noBbleHUsT 3PpexkTuBHOCTH pa3zpaboTkn u moaepHuzaunun ACY. CpexactBa u
METOJbl POEKTUPOBAHUS TEXHUYECKOT0, MAaTEMAaTUYECKOTO, JIMHTBUCTUYECKOTO U
npyrux BumoB obOecrneuenuss ACY. Paszpaborka MeTooB  obOecriedeHus
coBMectumocT 1 uHTerpanuun ACY, ACYTIIL, ACVYII, ACTIIII u npyrux cucrem
Y CPEJICTB yIPABJICHUS.

Meroapl NJIAHUPOBAaHUA W ONTUMHU3AIMU  OTJAJKH, COIPOBOXKIICHUS,
MOIU(UKAIIMKA W SKCIUTyaTallMd 3a7a4 (PYHKIIMOHAJIBHBIX U OOECIEUUBAIOIINX
noacucteM ACYTII, ACVYIIL, ACTIIII u ap., BKIOYArOIIME 3aa4d yIPaBICHHUS
KauecTBOM, (DMHAHCAMM ¢ TEpCOHAIOM. MeToabl KOHTpOJisi, OOecreueHus
JIOCTOBEPHOCTH, 3aIIUTHl U PE3EPBUPOBAHUS UH(POPMAIIMOHHOTO U MPOTrPAMMHOIO
obecnieuenust ACYTII, ACYII, ACTIII u np.

NuTe/uiekTyanu3anus pemieHnsi NPUKJIATHBIX 32124

TeopeTrueckue OCHOBBI, METOJIbI U aJITOPUTMbI MHTEIUICKTYyaIN3allud PEIICHUS
NpUKIAIHBIX 3a7a4d npu noctpoennn ACY mmpokoro HazHadeHusi (ACYTII,
ACVII, ACTIIII u pnp.) TeopeTudeckue OCHOBBI, METOABl U AITOPUTMBI
MOCTPOCHUSI AKCHEPTHBIX W JUAJOTOBBIX MoAcUcTeM, BKItoueHHBIX B ACYTII,
ACYVII, ACTIII u np.

Metonel 3¢pdeKTUBHONW OpraHu3allMd W BEACHUS CICIHATU3UPOBAHHOTO
uHpopmarronHoro u nporpammuoro obtecrneuenuss ACYTII, ACVYII, ACTIIII u
Jp., BKJIOYast 0a3bl 1 OAaHKW JAHHBIX U METOJIbI MX ONTUMHU3AIMUA. MeToIbl CHHTE3a
CHEIMAIBHOTO MAaTEMAaTUYECKOTO 00EeCTIeueHN s, MaKeTOB MPUKIIAIHBIX MPOTPaMM 1
TUTOBBIX MOAYJeH, (QyHKIIMOHAIBHBIX U oOecneunBaromux nojacucrem ACYTII,
ACVYII, ACTIII u np.

OIIEHOYHBIE CPEJCTBA J1JIs1 KOHTPOJISA OCBOEHUSA
PE3YJBTATOB OBPA30BAHUSA 110 JUCHUIIJINHE
[TpomexxyTOoUHast aTTeCTaIUs 110 UTOTaM OCBOCHHUS JTMCIIMIUIMHBIL:
1 cemectp — mudpepeHpoOBaHHbII 3a4eT.

Bomnpocsl 1J1s1 CAMOKOHTPOJISA ¥ NPOBEICHUS 3a4eTa
1. ITonsitue unrerpupoBanHoit cucremsl. UCY u CAIIP.
2. Cucrema aBroMatu3npoBaHHoOro npoektupoanusa. Komnonentsr CAIIP.
3. Cucrema aBTOMaTU3UPOBaHHOTO MpoekTupoBanus. Kputepun Beibopa CAIIP.



4. uterpupoBaHHas cuctema ynpasieHus. Mepapxus ypoBHel ynpaBiieHHUs.

5. Yposens mnanupoBanus pecypcoB (ERP). OcHoBubie dynkiuu ERP-cucrem.
6. UcnonautensHas cucrema npousbojctsa (MES). Tunossie pynkuuu MES-
CUCTEM.

7. SCADA-cucrembl. Mecto SCADA B UCY. OcHosubie pynkinn SCADA-
CUCTEM.

8. SCADA-cucrema Trace Mode. [Ipennaznauenue, GyHKIIMOHATBHBIC
0COOCHHOCTH,

KOMITOHEHTBI CHCTEMBI.

9. CtpykTypa maketa creka mpotokonoB TCP/IP.

10. CemuypoBHeBas Mojielb niepenaun Janubix OSI.

11. Anroput™msl IpeIOTBpAILEHUS KOJUIM3HUI B HECYILEH Cpelie.

12. Ocobennoctu 6ecripoBoanbix cereit IEEE 802.11.

13. Mapuipytuzaius B cetsix TCP/IP.

14. OcHOBHBIE IMPOKO UCIIOIB3YEMBIE IPOTOKOJIBI IEPEIAYH TAHHBIX.

15. Knaccudukanus ynaaeHHbIX aTak (Y A) Ha pacrpeielieHHbIE BEIUUCIUTEIbHBIC
cucremsl (PBC).

16. TlonsiTue kpunrorpaduu: HeOOXOAUMOCTh IPUMEHEHUS, 001aCTH IPUMEHEHUS,
JUIMHA KIIF04Ya, CTOMKOCTh aJrOpUTMA.

17. OcHoBHBIE TpEOOBaHUS K CPEACTBAM 3alTUTHI HHPOPMAIIUH.

18. Ataku Ha KpUnTorpaUUECKyro 3aIIuTy.

19. Undpactpykrypa xiaroueit (PKI) npoTuB neneHTpaIn3oBaHHON
uHppactpykTypsl (PGP).

20. Vicionp3oBanue KpUnTorpaQuu st IOCTPOSHHS BUPTYaTbHBIX YaCTHBIX
CETEN.

21. Kputepuu BeiOOpa cucteMsl ynpapiieHus 6azamu nanubix (CYB/).

22. Cneunduka nHPOPMAITMOHHBIX TPOTPAMMHBIX CUCTEM.

23. 3apauu unpopmarmronnsix cucrem (MC).

24. TIpoGaema npoeKTUpoBaHUs HHPOPMAITMOHHBIX CUCTEM.

25. ObecnieyeHre COXpPAaHHOCTH HH(MOPMAITUU U HAJISKHOCTU XPaHEHUs JaHHBIX B
NC (RAID).

26. Ucnonp3oBanue BozMoxHocTel CYB/] mpu noctpoennun NC: npeumyiiecTsa u
HEJOCTATKHU.

27. TUnoBbIe apXUTEKTYPbl HHPOPMALIMOHHBIX CUCTEM.

28. MacmrabupoBanue HH()OPMAITMOHHBIX CUCTEM.

29. WEB-npunosxenus.

30. UnaTerpupoBaHHbIE paclpeIe/ICHHbIE CUCTEMBI.

31. I[Ipotoxon LDAP kak npumep pacnpeieI€HHON CUCTEMBI.

32. aeonorust OTKPHITOTO KOAAa MPOTUB TPAAUIIMOHHOW MPONPUETAPHON MOJICIIH
pacrnipoctpaHeHus npuMmeHuTeasHo Kk UCY.
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[Mpodeccus, 2009 . — 592 c.

3. xapparano, JI.OKCIepTHbIE  CHUCTEMBI: NPHUHIMIBI  pa3pabOTKU U
nporpaMMmupoBanue : nep. ¢ anri. / . xapparauno, I'. Paitnu . — 4-e uzg . — M.
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JlunensnonHoe nmporpammuoe odecieuenne: SCADA Trace Mode.
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